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JAE1 needs to acknowledge data storage in the cloud and the risks thereof.
Jeffrey A Engler, 4/30/2014



What is Scientific Misconduct?
ORI Definition (42 CFR Parts 50 & 93):

– “Fabrication, falsification, or plagiarism 
in proposing, performing, or reviewing 
research, or in reporting research 
results.” (also known as FFP)

UAB Definition:
• “…fabrication, falsification, plagiarism, or 

other practices which seriously deviate 
from those that are commonly accepted 
within the scientific community for 
proposing, conducting, or reporting 
research

Slide adapted from a slide by Dr. Charles Prince and Mr. Joe Roberson, 2009



Nine Areas of Responsible Conduct

Reference:  http://ori.hhs.gov/education/.  Accessed 6/13/11

a.k.a. “Data Management”



Data Management and “Big Data”

Nature 484: 426 (2012)
Science 335:1434.  March 23, 2012

Science 336:36.  April 6, 2012
Science 336:22.  April 6, 2012



http://www.cbsne
ws.com/news/dec
eption‐at‐duke‐
fraud‐in‐cancer‐
care/.  Accessed 
5/14/2014.

A very public 
case of data 
falsification 
and 
fabrication



What is Data?

True or False?

In research, only the 
information and 
observations that are made 
as part of the inquiry are 
considered data.



What is Data?
T/F?:  In research, only the information and 

observations that are made as part of the 
inquiry are considered data

False!
Data also includes anything related to 

understanding the data generated by the 
project
– Samples collected, survey instruments, cell 

lines, informed consent documents, procedures, 
products generated, online content.



Key Concepts of Data Management
• Data Ownership

– Who owns it?
• Data Collection

– Systemic and reliable
• Data Storage

– What should be 
retained?

• Data Protection
– Safe storage
– Prevent tampering

• Data Retention
– How long to keep 
original data?

• Data Analysis
– Rubric for analysis and 
interpretation

• Data Sharing
– Dissemination plan

• Data Reporting
– Publication and 
authorship

Adapted from Steneck, N.H. (2007), Introduction to the responsible conduct of 
research.    http://ori.dhhs.gov/documents/rcrintro.pdf.  Accessed 6/11/11.



Who “Owns” Your Data?

• The Principal Investigator?
• All members of the research team?
• The research subjects?
• Your home institution?
• The sponsor?

– Grants (“assistance funding”)
– Contracts (“procurement funding”)



Data Collection

What is the role of Data Collection in 
completing successful research?

1. Ensuring the validity of 
data is key

2. Ensuring reliability is key
3. Ensuring both validity and 

reliability is key
4. It doesn’t matter.



Data Collection –
Upholds the Integrity of the Project

• Details the rationale for the project and its 
design

• Yields reliable and valid results
• Allow accurate analysis and assessment
• Allows others to replicate

the process and 
evaluate the results

• Provides justification to 
sponsors for costs and 
expenditures.



A well thought out plan will help assure that all members 
of the project team collect data consistently.

Questions that should be addressed:
• Purpose of the research project
• Rationale for methodologies chosen
• Implementation of methodologies
• What worked and failed to work
• How data will be collected or analyzed
• How to report unexpected findings or errors
• Implications of the research and future directions.

Planning for Data Collection



Data Storage and Retention

• What data to retain?  
– Everything necessary to reconstruct the 

findings.
• How long to retain it?  

– 3 years beyond the end of funding for the 
project.

– Longer if there are patents to be filed.
– Can establish precedence of the work



Data Protection
In the following list, which is the most effective way to 

protect project data?
1. Strip identifiers from human subjects data
2. Limit who has access
3. Destroy written data after 

copying it to an electronic 
database

How secure is storing data in the “cloud”?



How the raw data is chosen, evaluated, and 
expressed

• Determined by the P.I. and research team
• Appropriate for the project’s needs
• All members agree with and comply with the 

data collection and analysis plans.

Data Analysis



Data Analysis
Questions that the P.I. should consider:
• What are the accepted standards of the field?

• What data should be included?

• Include or exclude outliers?

• Dealing with missing or incomplete data

• Responsible conduct: procedures to identify falsified or 

fabricated data

Communicating expectations to the research team 
is critical!



Data sharing –presenting your results to 
the research community and the public

Under what circumstances can/should 
you share data with others?
– Before publication? 
– After publication?

Data Sharing and Reporting



The Principal Investigator has overall 
responsibility to develop and oversee the 
data management plan.

All Members of the Research Team: 

Who is Responsible for Data 
Management?

• Project director
• Students 
• Postdoctoral fellows
• Clinical fellows
• Research staff

• Hospital staff
• Statisticians
• Consultants
• IT support
• Librarians



For More Information

Reference: http://ori.hhs.gov/general‐resources‐0. Accessed 3/7/12



Thank you!

Office of Research Integrity/DHHS
http://ori.hhs.gov/education/products
/clinicaltools/data.pdf


